






Protection Features 

System/360 was designed for operation with a su­
pervisory program that schedules and governs the 
execution of multiple programs, handles exceptional 
conditions, and coordinates and issues input/output 
instructions. 

In addition, the computing system and the super­
visory programs are designed to prevent one program, 
such as a problem program, from modifying another 
program, such as the supervisor program. A means is 
provided by which the supervisor program can change 
any area of main storage, while the problem program 
can change only its own assigned areas. It is desirable 
for example, that the supervisor program be able to 
change the main storage locations containing the new 
program status words. However, we would not want 
the problem program to be able to modify this same 
area. It is undesirable to have any part of the super­
visor program changeable by the problem program. 
The feature that prevents data from being brought 
:into a protected area of core, and thus prevents one 
program from destroying another, is called store pro­
tection. 

Store protection is an optional feature on some 
models of the System/360 and is standard on others. 
It has been pointed out that medium-to-Iarge-scale 
�:�~�y�s�t�e�m�s� are utilized most efficiently in a multipro­
gramming environment and that the system is adept 
at handling more than one program concurrently. [n 
such cases the supervisor program, utilizing the store 
protection feature, assigns programs to particular areas 
of storage. 

For protection purposes, main storage is divided 
jinto blocks of 2048 bytes each. Each 2048-byte block 
of storage has a five-bit key associated with it, which 
may be used to establish the right of access. The su­
pervisory program may store any five-bit combination 
�i�~�n� these keys. (Note that the supervisory program and 
not the problem program has access to the storage 
keys.) The same key may be assigned to more than 
one block and these blocks of 2048 bytes need not be 
contiguous. 

The current PSW, as we have seen, acts as an in­
struction counter. Another of its functions is to keep 
track of the protection key of the program with which 
each instruction is associated. When an instruction 
attempts to store information in core, the protection 
key of the current PSW is compared with the high­
order four bits of the storage key of the aHected block. 
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(The fifth or low-order bit is used only when an addi­
tional feature called fetch protection is provided; this 
will be discussed on the next page.) When storing is 
specified not by a program instruction but by channel 
operation, a protection key supplied to the channel 
from the channel address word ( CAW) is similarly 
compared with the storage key of the area in which 
the data is to be stored. The CA W is explained later 
under "Channel Organization." It has already been 
pOinted out, however, that channels have their own 
programs, and to understand store protection, we 
should be aware that the protection key in the CAW 
provides protection on input operations from channels 
similar to that provided by the PSW on internal 
operations. 

Storage takes place only when the protection key 
and the storage key match or when the protection 
key is zero. This is shown in the example given in 
Figure 19. 

2048· 

BYTE 

BLOCKS 

STORAGE 

A 

B 

C 

o 

E 

When PSW or 
Program can store data in storage blocks 

channel pro-
tection key is A B C 0 E 

2 Yes No No Yes No 

0 Yes Yes Yes Yes Yes 

4 No No Yes No No 

15 No No No No Yes 

Figure 19. Example of store protection 



If the PSW, then, contains a nonzero protection 
key, a store operation will not occur in an area of 
storage with the zero key. If, on the other hand, the 
protection key is zero, a store operation can be exe­
cuted using any area of storage without regard for its 
storage key. The supervisory program will sometimes 
require this zero master key in its PSW. The protec­
tion key of the current PSW in the problem program 
cannot be changed by the problem programmer. Thus 
problem program interference with the supervisory 
program or with other programs is prevented. 

When an instruction causes a protection mismatch, 
execution of the instruction is suppressed or termi­
nated, and program execution is altered by an inter­
rupt. 

Fetch protection, in addition to store protection, is 
available on some models of the System/360. When 
store and fetch protection is installed, each 2048-byte 
block can be protected against the fetching of infor­
mation from the block as well as the storing of in­
formation in the block. The low-order bit of the block's 
five-bit storage key indicates whether store protection 
only or store and fetch protection applies to that block. 
A zero in that bit position indicates that only store 
protection applies. A one indicates that protection 
applies to both storing and fetching. The high-order 
four bits of the storage key are used to determine 
whether or not there is a protection mismatch. A pro­
tection mismatch due to a fetch violation causes the 
execution of the instruction to be terminated. 
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1:loati ng-Poi nt Arith metic 

In fixed-point computation the position of digits must 
be aligned for each operand to express their integral 
or fractional value. The separation of the integral and 
fractional portion of a number denoted by a point in 
written notation is the programmer's responsibility. 

Scientific and engineering computations often in­
volve multiplications and divisions where the magni­
tude of the quantities involved varies from very small 
fractions to large integers. 

To relieve the programmer of the responsibility of 
~:hifting to position intermediate and final results, 
floating-point notation and circuitry to operate upon 
it have been characteristics of scientific computers. 
Floating-point arithmetic is an optional feature on 
lVlodels 30 and 40 and is standard on the higher-per­
formance models. 

Four 64-bit floating-point registers identified by the 

R Field Reg. N,:>. General Registers Floating-Point Registers 
.------.-----.-.----.-- .. -------.-

0000 0 
0001 1 
0010 2 
0011 3 
0100 4 C:== ___ ::J 
0101 5 
0110 6 c== ____ :::J 
0111 7 
1000 8 
1001 9 
1010 10 
1011 11 
1100 12 
1101 13 
1110 14 
1111 15 

]F'igure 20. General and floating-point registers 
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numbers 0, 2, 4, and 6 are provided, as shown in 
Figure 20. The operation code determines whether a 
general purpose or floating"point register is to be used 
in an operation. An attempt to execute a floating-point 
instruction on a system not equipped with the feature 
will result in a program interrupt. 

The notation used for floating-point arithmetic can 
express decimal values ranging from about 5.4 x 10-79 

to about 7.2 x 1075 • It is basically a mathematical short­
hand that reduces a number to a fraction and an ex­
ponent (or characteristic). Either a short (32-bit) or 
long (64-bit) format operand may be specified. The 
short format permits a maxiIlUlm number of operands 
to be placed in storage and gives the shortest execu­
tion time. The long format is used when greater pre­
cision is desired. The formats differ only in the length 
of the fraction, as shown in Figure 21. 

Short Floating-Point Number 

IT Characteristic 

o 1 7 8 

Long Floating-Point Number 

Fraction 

I S I Characteristic ..... 1 ______ F_ra.ction 

o 1 7 8 

31 

JD 
63 

Figure 21. Short and long floating-point number formats 



In the section entitled "Channel Concept" mention was 
made of communications between the processing unit 
and the channel. We shall now examine in more de­
tail the ways in which the processing unit, the chan­
nels, the control units, and the I/O devices communi­
cate with each other. 

System/360 is designed for use in conjunction with 
a supervisor program that allocates equipment to mul­
tiple programs and also monitors the execution of 
each problem program. The supervisor program must 
also monitor I/O operations. To permit unrelated 
problem programs to execute I/O operations concur­
rently, the channel hardware together with the super­
visor program provides a means of assigning to each 
program the required I/O facilities. This assignment 
consists of establishing a path not only for transferring 
data between the I/O device and the designated area 
of main storage, but also for exchanging control and 
status information between the program and the I/O 
facility. 

Input/output control units are attached to the chan­
nel by a standard connection, called the I/O interface. 
This interface is common to all channels and control 
units. It provides an information and signal sequence 
that is common to all types of I/O control units. The 
interface has nine one-way lines for input and nine 
lines for output to accommodate one byte including 
parity. Other lines carry status and control informa­
tion. The important thing to remember is that identi­
cal lines are used for all control units including those 
for tape, disk, card, etc. The channel operates the con­
trol unit, and the control unit is designed to meet the 
interface requirements. 

The control unit operates the actual device. Exam­
ples of control units are tape control, communications 
control, card control, and printer control. The chan­
nel, in turn, operates the control unit. The processing 
unit controls channel activity by means of four in­
structions : 

Start I/O 
Test I/O 
Halt I/O 
Test Channel 

Commands constitute the channel program. The 
channel programs are held in main storage until an 
I/O operation is initiated by a Start I/O instruction. 
A channel address word ( CAW) is permanently as-

Channel Organization 

signed to contain the address of the initial channel 
command word (CCW) (see Figures 22, 23, and 24). 
CCW's are decoded by the channel, which issues 
orders to the I/O device. 

1 Key 10000 1 Command Address 

34 78 

Figure 22. Channel address word format 

32 

Command 
Code 

7 8 

Data Address 

Flags looo~ 
3637 39 40 4748 

Bits 0-7 specify the command code. 

Count 

Bits 8-31 specify the location of a byte in main storage. 
Bits 32-36 are flag bits. 

31 

31 

63 

Bit 32 causes the address portion of the next CCW to be used Q 

Bit 33 causes the command code and data address in the next 
CCW to be used. 

Bit 34 causes a possible incorrect length indication to be 
suppressed. 

Bit 35 suppresses the transfer of information to main storage. 
Bit 36 causes an interruption as Program Control Interrupt. 

Bits 37-39 must contain zeros. 
Bits 40-47 are ignored 
Bits 48-63 specify the number of bytes in the operation. 

Figure 23. Channel command word format 

CPU Channels Control Units 
and 

(Executes I/O Devices 

I/O (Executes 
Instructions) Commands) (Executes 

Orders) 

Figure 24. Relationship of I/O instructions, commands, and 
orders 
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The CCW contains the command to be executed, 
and for commands that initiate I/O operations it desig­
nates the storage area associated with the operation 
and the action to be taken whenever transfer to or 
from the area is completed. The CCW' s can be lo­
cated anywhere in main storage on doubleword boun­
daries, and more than one can be associated with a 
Start I/O instruction. The channel refers to a CCW 
in main storage only once, whereupon the pertinent 
information is stored in the channel. 

The first CCW is fetched during the execution of 
Start I/O. Each additional CCW in the chain is 
obtained when the operation has progressed to the 
point where the additional CCW is needed. 

The CCW has the format shown in Figure 23. 
Bits 0-7 specify the operation to be performed. 

There are six valid commands: 

Sense 
Transfer in Channel 
Read Backward 
Write 
Read 
Control 

The data address specifies the location of an eight­
bit byte in main storage. It is the first location re­
ferred to in the area designated in the CCW. 

The count specifies the number of eight-bit byte 
locations beyond the initial byte designated by the 
address. 

It has been mentioned that channels function much 
like small independent computers. As such they con­
tain registers. Bits 32 through 36 of the CCW are 
labeled "Hags" (see Figure 23). The channel registers 
include a Hag register that indicates command modes. 
These Hags serve to chain data or commands for this 
series of CC'V's, interrupt the processing unit, skip 
a portion of a record, suppress length indication, or 
terminate the operation. 

These flags may be set on or off in each of thc chan­
nel control words and the flag register is updated with 
each new CCW. Other registers within the channel 
circuitry are (1) a command counter, which tells the 
channel where to get the next command in a manner 
similar to that of an instruction counter in a process­
ing unit, ( 2 ) a command register, which tells the 
channel which command is to be performed, (3) an 
address register, which tells the channel where to get 
or put data into core storage, (4) a count register, 
which indicates how many characters are to be read 
or written, and (5) a key register, which contains 
the protection key for the current operation. 

The generalized CCW commands listed earlier ap­
ply to all devices. Read, Write, and Read Backward 
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are self-explanatory. The Sense command is a request 
to the I/O control unit for device-dependent status 
information, such as the position of magnetic tape, 
the condition of the card stacker and hopper, or the 
detailed conditions detected in the last operation. This 
status information is transferred to the channel as 
data and is placed in the main storage area designated 
bytheCCW. 

Normally the detailed information provided by the 
sense command is not required, and an eight-bit status 
byte is provided to the channel (upon completion of 
an I/O operation) indicating the general conditions 
detected during the operation. This status byte is 
common to all I/O devices and cannot convey the 
detail conditions of termination provided by the sense 
command. 

A control command causes the control unit to ini­
tiate at the I/O device an operation not involving the 
transfer of data - such as backspacing or rewinding 
magnetic tape, or positioning a disk access mechan­
ism. 

The Transfer in Channel command causes the next 
CCW to be fetched from the location designated by 
the data address field of this command instead of 
fetching the next sequential CCW. In effect, then, the 
Transfer in Channel command causes a branch from 
one sequence of CCW's to another. 

When command chaining is specified by a Hag bit 
in the CCW, the channel uses the new CCW to ini­
tiate a new operation at the device and permits the 
processor program to start with a single I/O instruc­
tion such sequences as printing multiple lines or read­
ing multiple tape blocks. With command chaining it 
is possible for the channel to execute I/O programs of 
any number of I/O operations. 

When data chaining is specified by a Hag bit in the 
CCW, the channel uses the new CCW to designate 
another data area for the original I/O operation and 
the device continues to execute this operation. Only 
the allocation of storage areas is affected. Data chain­
ing permits the reorganization of information as it is 
transferred between main storage and the I/O device. 

The proper use of the available channel command 
words permits the following types of I/O functions: 

Scatter-read - reading one physical record into 
multiple, noncontiguous areas of storage. 

Extraction - reading only selected portions of a 
record into storage. 

Control nondata I/O operations - for example, 
backspace, rewind, etc. 

Command chaining - for sequentially performing 
operations on the same device, for example, reading 
over an interrecord gap. 



Upon completion of the channel program, an I/O 
interrupt occurs; that is, the channel interrupts the 
processing unit. The channel makes available in main 
storage a channel status word (CSW). This double­
word contains an address that is eight bytes higher 
than the address of the last CCW used, and indicates 
in the count field the difference between the count 
in the last CCW and the amount of data transferred. 
The format of the channel status word is shown in 
Figure 25. The protection key is the key used in the 
operation. It is first supplied to the channel from the 
CA W as a result of a Start I/O instruction. 

Bits 32-47 of the channel status word contain an 
eight-bit I/O device-status byte and a channel status 
byte. These two bytes provide such information as 
data-check, chaining check, and control unit end. The 
channel status word has a permanent storage assign­
ment of locations 64 through 71 in main storage as 
shown in Figure 4. 

Command Address 

o 34 78 

32 

Status Count 
47 48 

Bits ()"3 contain the protection key used in the operation. 
Bits 4-7 contain zeros. 
Bits 8-31 specify the address plus 8 of the last CCW used. 
Bits 32-47 contain an I/O device-status byte and a channel-

status byte. The status bytes provide such information as data­
check, chaining check, control-unit end, etc. 

Bits 48-63 contain the residual count of the last CCW used. 

Figure 25. Channel status word format 

31 

63 

With the command address, status, and count fields 
of the CSW, the program can determine the status of 
an I/O device or the conditions under which an I/O 
operation has been terminated. 

The processing unit's program depends on I/O in­
terrupts for information concerning the progress of 
I/O operations. So that the processor program can 
tell in advance when conditions in the channel or in 
the device should alert the program, a mask bit is 
associated with each channel. A masked channel can­
not cause an I/O interrupt, and consequently the 
supervisor program can suppress I/O interrupts by 
masking the channels. The conditions in the channels 
and devices are preserved until accepted by the 
processor program. The program can determine 
whether an interrupt condition is pending in the 
channel by issuing the instruction Test Channel. 

Channel masking allows the processor program to 
accept I/O interrupts selectively by channel. How­
ever, on a given channel more than one I/O control 
unit can contain pending conditions that cause pro­
gram interruption. The instruction Test I/O allows 
a program to accept interrupts selectively by I/O 
device. This instruction gives the program the status 
of the designated device and clears any interrupt con­
dition pending in the device. Test I/O provides the 
same information as an I/O interrupt, since the chan­
nel status word is stored. Keeping the channels masked 
and interrogating devices by the Test I/O instruc­
tion prevents the program from being interfered with 
by conditions unrelated to the program being run. 

In a real-time or communications environment, on 
the other hand, the processor program would keep all 
channels unmasked and depend on I/O interrupts 
for information concerning the progress of I/O events 
as they occur. 
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Summary 

System/360 includes provisions for large storage capa­
city, simple program relocation, flexible protection, 
and general supervisory facilities. Provisions are also 
included for a variety of data formats, an extensive 
set of processing operations, and machine language 
compatibility among the various models. 

To compensate for higher computational speeds 
relative to human reaction time, and to adapt the 
system to online and real-time multiprogramming 
tasks, the system is more highly automated by having 
the system resources controlled by a supervisory pro-
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gram. Provision for this control is embodied in these 
concepts: 

• Supervisory mode with associated privileged 
instructions 

• Storage protection 

• Hardware monitoring 

• The ability to perform interrupts 
• A wait state available to the supervisor program, 

rather than a stop or halt instruction available to 
the problem programmer. 



l. Can a tape unit be attached to a multiplexor 
channel? 
2. If the problem program issues a Load PSW in­
struction to cause the new I/O PSW to be loaded, can 
the problem program cause an I/O operation to be 
executed? 
3. The instruction address contained in the New Su­
pervisor Call PSW addresses a routine to handle this 
class of interrupts. What action must this routine first 
t~ke? 
4. A program interrupt will occur if the Convert 
to Binary instruction attempts to operate upon data 
that contains invalid codes for packed decimal. What 
are the ten valid four-bit codes for packed decimal? 
5. Is data punched in an IBM card as Hollerith code 
acceptable as input to a System/360 equipped with a 
card reader? 
6. If floating-point arithmetic is intended for scien­
tific and engineering applications, while the decimal 
instruction set is primarily for commercial applica-

Questions and Exercises 

tions, by whom are fixed-point arithmetic instructions 
used? 
7. Where is the sign of a number in binary, EBCDIC, 
and packed decimal format located? 
8. What storage location is addressed by an instruc­
tion with zeros in the index and displacement fields 
and the number 5 in the base register field? 
9. Does the programmer select a particular instruc­
tion length? 
10. If loading into storage the following: 

Address Constant 
100 Fullword 
104 Halfword 

Fullword 

at what address would the last fullword be loaded? 
11. If the current PSW contains a protection key of 
zero and the instruction is to store data in Area A, 
which has a storage key of three, would a program 
interrupt occur? 
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Answers to Questions and Exercises 

l. Yes. Data from a tape unit may be transmitted 
over a multiplexor channel, in which case the channel 
operates in burst mode. Like other I/O devices, ta.pe 
units are attached to a control unit, which, in turn. is 
attached to a channel. 
2. No. The Load PSW instruction is a privileged in­
struction, and an attempt to execute this instruction by 
the problem p:rogram will cause a program interrupt. 
3. Because the Supervisor Call instruction contains 
an eight-bit code that is stored in the old supervisor 
call PSW in the course of interruption, the routine 
must first examine this code in the old I)SW. The code 
may be regarded as a message conveyed by the in­
struction to the supervisor. 

4. The valid packed decimal digit codes are: 
0000 0001 0010 0011 0100 
0101 0110 0111 1000 1001 

which represent the digits 0-9. 

5. Yes. Hollerith code is read by a card reader and 
transferred from the card reader's control unit as 
EBCDIC. 
6. Fixed-point arithmetic instructions are part of the 
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standard instruction set. Neither the optional decimal 
nor floating-point instruction set is sufficient in itself 
to perform processing. 
7. A binary quantity is represented internally by a 
32-bit binary number. The sign occupies the high­
order (leftmost) bit position. The sign of a number in 
EBCDIC occupies the zone position of the least signi­
ficant digit. The sign of a packed decimal number 
occupies the low-order four bits of the field. 
8. The effective address is specified by the 24 least 
Significant bits in register 5. 
9. No. Length is not a criterion for the selection of 
instructions. The programmer knows the location (in 
storage, registers, or both) of data to be operated 
upon and the operations to be performed. His selec­
tion is made accordingly, and halfword, word, and 
three-halfword instructions are mixed within a pro­
gram. 
10. The fullword would be loaded at location 108; 
locations 106 and 107 would contain slack bytes. 
11. No. When the protection key is zero, a store oper­
ation can be executed using any area of storage with­
out regard to its storage key. 
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