


































































































































































































































































































































































































































































































































































































































































































































































































































































































3289-1 and -2 with Text Print 

BSC Copy Command 

Local Copy 

E-12 

The 3289 Text Print special feature (not available in IBM Europe/Middle East/Africa 
countries) enables the 3289, when equipped with the text print belt, to print the 
following characters: 

• 93 U.S. English characters plus space 

Note: This 93-character U.S. English set is identical with the normal 94-character u.s. 
English set except the tilde (-) symbol is not included. 

• 32 TN characters 

A 3289 with the Text Print feature can operate with the 125-character text print belt on 
a 48-,64-, or 94-character U.S. English print belt at the following maximum speeds in 
lines per minute (lpm): 

• With the 125-character text print belt installed 

- Modell = 40 lpm 

- Model 2 = 160 lpm 

• With the 48-, 64-, and 94-character print belts respectively 

- Modell = 155 lpm, 120 lpm, 80 lpm 

- Model 2 = 400 lpm, 300 lpm, 230 lpm 

Note: Actual printer throughput depends upon operational and system characteristics. 
Maximum print speed may be affected by such factors as communication line speed, 
control unit load, character set, and application program. 

Local or host-initiated copy operations from a 3278/3279 to a 3289, with or without the 
text Print feature installed, are limited to the normal 3274/3276/3278/3279/3287/3289 
94-character U.S. English set. 

For control units operating under BSC, if APL- or text-specific characters reside in the 
device buffer, a copy operation initiated by the BSC Copy command will be allowed only 
to another ECSA featured device. If the "to" device is not equipped with an ECSA 
feature, an operation check will be returned to the host. 

A local copy from an ECSA featured display with APL/text characters on the screen 
will print correctly on an ECSA-featured 3287 printer with APL ROS installed. Local 
copy from an ECSA-featured display with APL/text characters on the screen will be 
allowed to print on a non-ECSA-featured 3287 printer. The standard EBCDIC character 
set will print correctly, but APL/text-specific characters will print as EBCDIC 
characters or hyphens. 



Appendix F. Katakana Feature 

Interface Codes 

Keyboard Shift Operations 

This appendix contains Katakana unique information interface codes and the keyboard 
shift operations. 

Figures F-l and F-2 show the Japanese Katakana EBCDIC interface codes for 
several control unit/device combinations; they correspond to Figures 2-2 and 2-3, 
respectively. 

The Katakana keyboards shift operations are different from the other EBCDIC 
keyboards described in Chapter 3. The following paragraphs discuss the unique keys and 
operations. 

LATIN SHIFT and KANA SHIFT Keys - 3275 and 3277 
To place the keyboard in the lower shift of either Latin or Katakana (Kana) mode, press 
and release the desired mode shift key. This enables the characters on the lower portion 
of each character key to be generated. Holding the shift key depressed while operating 
the character keys causes the upper-shift characters of the selected mode to be generated. 

In addition, a single depression of the Lock key locks the keyboard in the upper shift 
of the selected mode. A second depression of the Lock key returns the keyboard to the 
lower shift of the selected mode. 

With two exceptions, once a mode is selected, the keyboard remains in that mode until 
the operator changes the mode by operating the Alternate Shift key. These exceptions are: 

1. When power is initially applied, the keyboard is automatically placed in Latin mode. 

2. (Data entry keyboards only) - When the cursor enters a numeric field, the data 
entry keyboard is automatically placed in upper-shift Latin mode. Only 0-9, 
minus (-), decimal sign, and DUP may be entered when in this mode. 

While the cursor remains in the numeric field, the upper-shift Latin mode can be over
ridden, one character at a time, by depressing the appropriate shift key as follows: 

Upper-shift Kana mode - While holding the KANA SHIFT key depressed, press the 
selected character key. 

Lower-shift Kana mode - Press and release the KANA SHIFT key; then press the 
selected character key. 

Upper-shift Latin mode - While holding the LATIN SHIFT key depressed, press the 
selected character key. This permits keying in upper-shift Latin mode characters 
other than 0-9, minus (-), decimal sign, and DUP. 

Lower-shift Latin mode - Press and relea&e the LATIN SHIFT key; then press the 
selected character key. 

In all cases, when the selected character has been entered and the key, or keys, 'has been 
released, the keyboard returns to upper-shift Latin mode. 
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F-2 

00 01 

Hex 1 00 01 10 11 00 01 10 
Bits 

1 4567 0 1 2 3 4 5 6 

0000 0 NUL SP & -
0001 1 SSA 0 I / 

0010 2 EUA r ~ 

0011 3 Ie ...J 1> 

0100 4 , ~ 

0101 5 PT NL 3 

0110 6 "3 ':I 

0111 7 ? 

1000 8 l' -
1001 9 EM ? 

1010 A 

1011 B ¥ 
1100 C DUP RA < . % 

1101 0 SF ( ) -
1110 E FM + > 
1111 F SUB I --, ] 

Notes: 

10 

11 00 01 10 11 

7 8 9 A B 

') 

? 9 ., f '\ 

" '~ iti 

I 'j ~ 

~ t- :. 

tJ 1 (j 

t - j -
? ~ 't 

7 -:? t> 

: ] ) ] 1.I 

# lJ 

@ 1) 3 'J 

;; }\ '5 ":J 

= ~ t I) " 
t? ") ;j 

0 

11 

00 01 

C 0 

A J 

B K 

c L 

0 M 

E N 

F 0 

G P 

H Q 

I R 

10 

E 

$ 

S 

T 

U 

V 

W 

X 

y 

Z 

11 

F 

0 

1 

2 

3 

4 

5 

6 

7 

8 

9 

f-

r-

f4-

Bits 
0,1 

2,3 

Hex 0 

1. Character code assignments other than those shown within all outlined areas of this chart are 
undefined. If an undefined character code is programmed, the character that will be displayed 
or printed is not specified. The character displayed by the 3277 or 3275 for a given undefined 
character code may be different for other devices. IBM reserves the right to change at any time 
the character displayed for an undefined character code. 

2. Hex codes 4A, SA, 6A, and 7F are used for CU addressing, device addressing, buffer addressing, 
and control purposes (for example, WCC and CCC), but have no associated graphic characters. 

3. The DUP and FM control characters are displayed or printed as * and; respectively. 
4. For 3277,3284,3286,3287 (with the 3271/3272 Attachment feature), and 3288 terminals 

attached to a 3271 or 3272 Control Unit, NL and EM are stored in the buffer in two character 
locations. The Katakana hardware expands the NL and EM characters received from the program 
to the required 2-byte sequence. It also contracts the 2-byte buffer sequence to the single-byte 
EBCDIC NL or EM code on a subsequent read operation. 
NL and EM display or print as blank 5 and blank 9 respectively, except for a printer not 
operating under format control, which executes NL and EM and prints blank blank. 

5. For 3277,3284,3286,3287 (with the 3271/3272 Attachment feature), and 3288 terminals 
attached to a 3274 Control Unit, the NL and EM control characters occupy one character position 
in the buffer, display or print as • and 9, are never executed, even by printers not operating under 
Format Control, and are transmitted as hex 45 and F9 to the host on a subsequent read operation. 

6. For AID, attribute, write control (WCC), copy control (CCC), CU and device address, buffer 
address, sense, and status characters, bits 0 and 1 are assigned so that each character 
can be represented by a graphic character in Figure 2-6. 

7. The SUB control character (hex 3F) is not supported for terminals attached to a 3274 Control 
Unit. 

8. For BSC data-link control characters, see Chapter 6, 

Figure F-l. Japanese Katakana EBCDIC I/O Interface Code for 3271, 3272, and 3274 Control Units 
with 3277, 3284, 3286, 3287 (with 3271/3272 Attachment Feature), and 3288 Terminals 
Attached, and 3275 Units 



DO 01 

Hex 1 DO 01 10 11 DO 01 10 11 
Bits l 4567 0 1 2 3 4 5 6 7 

0000 0 NUL SP & -

0001 1 SBA 0 I / 

0010 2 EUA r ~ 

0011 3 IC ..J t> 

0100 4 , J. 

0101 5 PT NL 3 

0110 6 '7 ';,1 

0111 7 p 

1000 8 GE l' -
1001 9 EM oj 

1010 A £ ! : 

1011 B ¥ # 

1100 C FF DUP RA < . % @ 

1101 D CR SF ( ) -
1110 E FM + ; > = 

1111 F I -, ? " 

Notes: 

10 

00 01 10 11 

8 9 A B 

') 

P 9 -
l' f '\ 

') 'J it, 

I T 7 
;t ~ :. 

tJ j 6 

l' - j 

'J ~ 't 

'J ;f P 
] ) 1 l/ 

lJ 

1) 3 'J 

:J 1\ '5 '.) 

.A t I) " 
t? J ;j 

0 

11 

00 01 

C D 

A J 

B K 

C L 

D M 

E N 

F 0 

G P 

H Q 

I R 

10 

E 

$ 

S 

T 

U 

V 

W 

X 

y 

Z 

11 

F 

0 

1 

2 

3 

4 

5 

6 

7 

8 

9 

--
~ 

Bits 
0,1 

2,3 

Hex 0 

1. Character code assignments other than those shown within all outlined areas of this chart are 
undefined. If an undefined character code is programmed, the character that will be displayed or 
printed is a hyphen (-); hex code 60 will be returned on a subsequent read operation. IBM 
reserves the right to change at any time the character displayed for an undefined character code. 

2. CR, NL, EM, and FF control characters are displayed or printed as blank characters. The DUP 
and FM control characters are.displayed as * and; respectively. 

3. Hex code 6A is used for CU addressing, device addressing, buffer addressing, and control purposes 
(for example, WCC and CCC), but has no associated graphic character. 

4. For AID, attribute, write control (WCC), copy control (CCC), CU and device address, buffer 
address, sense, and status characters, bits 0 and 1 are assigned so that each character 
can be represented by a graphic character in Figure 2-6. 

5. For BSC data-link control characters, see Chapter 6. For the SCS control codes associated 
with the SNA Character String feature on 3287 (with the 3274/3276 Attachment feature) and 
3289 printers, see Chapter 4. 

6. For 3277,3284,3286,3287 (with the 3271172 Attachment feature), and 3288 terminals attached 
to a 3274 Control Unit, when graphic characters £, ! " and - (hex 4A, 5A, 7F, and A 1) are 
programmed, they display or print a # I ' (apostrophe) and -, respectively; on a subsequent read 
operation, they will be returned as hex 7B, 4F, 7D, and 5F respectively. 

Furthermore, when control characters NL, EM, FF, and CR are programmed, they are not 
executed, occupy a single-character position in the buffer, and display or print as· 9 < and> 
respectively; hex codes 45, F9, 4C, and 6E will be returned respectively on a subsequent read 
operation. 

Figure F-2. Japanese Katakana EBCDIC I/O Interface Code for 3274 and 3276 Units with 3278, 3279, 
3287 (with 3274/3276 Attachment Feature), and 3289 Terminals Attached 
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When the cursor leaves the numeric field, the keyboard returns to lower shift of the most 
recent Latin or Kana mode used by the operator. This is independent of whether the 
last mode was caused by an override by the operator or the mode being used just prior 
to entry of the cursor into the numeric field. 

Katakana Shift Keys - 3276, 3278, and 3279 

F-4 

Four shifts [upper and lower left (UL and LL) and upper and lower right (UR and LR)] 
on the Katakana keyboards are used with the 3276,3278, and 3279 displays: 

Shift Typewriter Keyboard Data Entry Keyboard Operator Message 

UL ~ ~C-5 Alpha Symbol ';11 Alpha Symbol Numeric ALPHA ~ 
LL ~~ Alphameric *::f Alpha ALPHA 

UR 
7J7 KANA Symbol 

7J7 
KANA Symbol tlj ~ gC-S gc-s 

LR tlj Katakana tlj Katakana tlj 

The characters associated with each shift level are shown in the corresponding position of 
the key tops. In normal operation, the appropriate shift key is pressed and released to 
enter the required shift level; the keyboard remains in that shift level until another is 
selected. However, in a programmed numeric field (program attribute), the keyboard is 
automatically set to the upper left (UL) shift, and all characters for that shift are valid, 
unless a keyboard with the Numeric Lock feature is being used. The Numeric Lock feature 
limits the entries to 0-9, minus (-), decimal sign, and DUP. This automatic UL shift may 
be overridden by pressing and holding the desired shift key; releasing the shift key returns 
the keyboard to the UL shift. 

Holding a shift key when leaving the programmed numeric field causes the keyboard to 
enter and remain in that shift level until another shift key is pressed. 

On a data entry or data entry (keypunch layout) keyboard, the Numeric Lock feature is 
disabled while the Alpha, Numeric, Latin Shift, Lock, or upper left shift (3276 
or 3278) key is operated. 

On a 3275 or 3277 typewriter or operator console keyboard, the characters that can be 
entered in the field identified in the attribute byte as numeric and unprotected are 
(0-9), decimal sign, and minus sign (-); in addition, on 3275 or 3277 typewriter 
keyboards, when the Shift, Latin Shift, or Lock key is operated, the DUP 

character may be entered by the operator. 



Appendix G. Encrypt/Decrypt Feature 

Encrypt/Decrypt Products 

The IBM Cryptographic Subsystem is a combination hardware and programming 
implementation of cryptography for data security. It consists of the following separate 
products: 

• IBM Programmed Cryptographic Facility Program Product (OS/VS1 and OS/VS2 MVS 
only). 

• ACF/VTAM (Level 3.0 or higher) Encrypt/Decrypt feature. 

• 3274/3276 Encrypt/Decrypt feature. 

The first two products reside at the host processor; the third resides in the control unit. 

IBM Programmed Cryptographic Facility Program Product 
This product contains the following functions: encrypt/decrypt, key generation, and 
key management. The encrypt/decrypt function is an IBM programmed implementation 
of the Federal Data Encryption Standard (DES) algorithm as published by the National 
Bureau of Standards in January 1977 and adopted as the United States Federal 
·lnformation Processing Standard (pIPS 46) in July 1977. 

The other functions of the IBM Programmed Cryptographic Facility generate new keys 
upon request and in general manage all the keys used throughout the network. Under the 
IBM key management concept, since the enciphering algorithm is published, protection 
is derived from keeping the keys secret. 

ACF/VTAM Encrypt/Decrypt Feature 
This feature provides cryptographic support in ACF/VTAM by: 

• Allowing the specification of a physical cryptographic feature on a Logical Unit (LU) 
basis. 

• Being an interface with the Programmed Cryptographic Facility Program Product for 
enciphering and deciphering messages and key management. 

• Supporting cryptographic changes to SNA. 

3274/3276 Encrypt/Decrypt Feature 
This feature provides hardware implementation of the DES algorithm to encrypt and 
decrypt data on a TP line. It is applicable to the 3274 Model1C operating in SNA/SDLC 
mode and to the 3276 Models 1.1-14 only. When used with the ACF /VTAM Encrypt/ 
Decrypt feature described above, data transmitted via the transmission subsystem can be 
safeguarded through cryptography from modification, disclosure, or both. Installed in 
the control unit with SDLC line control, this feature provides encrypt/decrypt services 
for up to 32 attached terminals for the 3274 and up to 8 attached terminals for the 3276. 
Included in the feature are: 

• A single secondary LU key (terminal master key) storage element and logic to perform 
enciphering and deciphering operations for secondary LU's by block-chaining. 

• A cryptographic diskette to be used when initially installing or changing the tenninal 
master key in the 3274. 

• A security keylock located in the customer access area of the control units. 

• A mercury battery, IBM PN 1743456, to sustain the terminal master key when the 
control unit power is off. 
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When the 3274 or 3276 Encrypt/Decrypt feature is used in conjunction with other IBM 
Cryptographic Subsystem products and is operating in an SNA/SDLC environment, data 
may be transmitted between the control unit and the host computer in a form that 
precludes accidental or intentional disclosure; neither can the data be modified without 
detection. 

In SNA terminology, communication occurs between network nodes (application 
programs and terminals), each node being an LV. Data may be transmitted between the 
host computer (the primary LV) and a terminal attached to the control unit (the 
secondary LV) once the LVs have established an LV-LV session. When the cryptographic 
function is not used, the data is transmitted in the clear, that is, not enciphered. When 
the cryptographic function is used, the data is enciphered, thus permitting the end-users 
to communicate the data between the LVs in a secure manner. 

It is important to note that only the data transmitted via the transmission subsystem 
between the host computer and the control unit may be protected by cryptography. 
Data passing between the control unit and its attached terminals (display stations and 
printers) is not enciphered. 

Two types of cryptographic LV-LV sessions may be established: required cryptographic 
and selective cryptographic sessions. In the first type, all data transmitted between the 
host computer and the control unit is enciphered during the LU-LV session. In the 
second type, data is enciphered at the option of the application program; thus enciphering 
of data can be selected or suppressed by the host LV, but not by the control unit LV. 

Establishing Cryptographic Sessions 

Bind Command Processing 

G-2 

Before cryptographic session can be established, the ACF/VTAM Encrypt/Decrypt 
feature must recognize a request for a cryptographic session and determine the crypto-. 
graphic capability of the host processor and the control unit. The ACF /VT AM Encrypt/ 
Decrypt feature calls the IBM Programmed Cryptographic Facility Program Product to 
generate a cryptographic session key in two versions. The first version is enciphered under 
the host master key and is stored in the host processor. From this first version, the 
program product produces a second version enciphered under the secondary LV key. The 
secondary LV key is a key encrypting key associated with the secondary LV and is used 
to protect the cryptographic session key during transmission to the secondary LV. The 
cryptographic session key is used to encipher and decipher data that will be transmitted 
between the primary and secondary LVs once a cryptographic session has been 
established. 

To establish a cryptographic session, the host processor transmits the enciphered crypto
graphic session key to the control unit as part of the Bind command. The control unit 
can decipher the session key, since the secondary LV key is known (having previously 
been installed in the control unit by a security officer). 

In addition to storing the encrypted session key, the control unit takes part in the 
following cryptographic protocol: 

A pseudo-random value (N) is encrypted under the just-received session key (KS), and 
this 8-byte quantity EKS(N) is sent to the host as part of the Bind response. 

A valid host will decrypt EKS(N), invert 4 bytes of N, re-encipher the value, and send 
this 8-byte quantity EKS(N) to the control unit as part of the crypto verification 
(CRV) command. 



The control unit decrypts EKS(N), inverts N and compares this value N with the 
original N. If the values are identical, a positive response is sent to the host, and the 
conditions of a cryptographic protocol have been met. This cryptographic protocol 
serves two purposes: 

It verifies that both host and control unit are using the same data encrypting key 
(KS). 

It validates the host's cryptographic capability, thus preventing an active wiretapper 
from using the control unit to decipher captured enciphered data. 

The following chart illustrates how the cryptographic protocol fits in with the SNA 
commands which invoke and terminate a cryptographic session: 

PLU - Host Application SLU - Terminal Devices 

Bind + Enciphered Session key ----------..,.) 

...,:;(~--------------- Bind Response + Enciphered N 

CRY + EnCiphered N------------...;>~ 

~<:__--------------- CRY Response 

SDT --------------------------------~) 

<fi!!(----------------SDT Response 

Data ----------------------~> 

~<--------------------- Data 

UNBIND > 

..;;;<------------------ Unbind Response 

Installing the Secondary LV Key in the 3274 
A copy oLthe secondary LU key (the terminal master key) must be installed in the 3274. 
The procedure to install this key should be performed by someone in a position of trust, 
such as a security officer. The key can only be entered from the keyboard of a 3278 
attached to port AD of the 3274. To reduce the possibility of exposing the terminal 
master key prior to installing the key, the procedure requires that the customized system 
diskette be removed from the 3274 and replaced by the cryptographic diskette. A 
physical key is then inserted and rotated in a security keylock located inside the customer 
access area of the 3274. The terminal master key is entered, together with the control 
unit identification, from the 3278 or 3279 keyboard. At no time is the terminal master 
key displayed on the display station screen. Once the terminal master key has been in
stalled in the 3274, the security key is removed from the security keylock, and the crypto
graphic diskette is replaced by the customized system diskette. 
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Terminal Master Key Verification for the 3274 

Procedures for the 3276 

G4 

Once the terminal master key has been installed in the 3274, the 3274 generates a 
verification pattern based on the terminal master key. Each terminal master key generates 
a unique verification pattern. To verify that the correct terminal master key is installed 
in the 3274, the cryptographic diskette is inserted in the 3274. By interrogating the 
3274 from the 3278 or 3279 (attached to port AD of the 3274), the display station opera
tor can check that the terminal master key is correct. This verification proced ure can be 
performed by any operator without compromising the security of the Encrypt/Decrypt 
feature. 

Note: The characters entered for the terminal master key are hexadecimal characters. 
Each byte of the key-variable, consisting of two of these hexadecimal characters, must 
have odd parity. This means that the number of 1 bits in that byte of the key-variable 
must be odd. 

Installing the secondary LV key and verifying the terminal master key are different for 
the 3276, since no diskette is required and the display used is the control unit display 
station. Also, no entry of controller ID is required since this is fixed at time of 
manufacture. 

See the Operator's Guide for details on both of these procedures. 



Appendix H. Request Formatted Maintenance Statistics (RECFMS) 
Formats 

This appendix describes the formats of the four RECFMS responses the 3274 Control 
Unit and the 3276 Control Unit Display Station can send to the host system in response 
to an REQMS command. 

Counters in type 1, 2, and 3 responses do not wrap when they exceed their maximum 
value; they maintain the maximum value. 

The log areas are reset when: 

• The 3274 or 3276 is turned off (types 1, 2, and 3). 

• The concurrent test, section 4, Error Log Erase, is executed for the 3274 CCA/HPCA 
Adapter (type 3 only). 

• The execution of RECFMS is completed normally as the response to an REQMS with 
a "RESET" request (types 1, 2, and 3). 

REQMS Request Type 1 - Link Test Statistics 

Bytes 14, 15 = Number of times the Test command was received. 
Bytes 16, 17 = Number of times the Test response was transmitted. 

REQMS Request Type 2 - Summary Counters 

Byte 14 

Bit 0 = 1 
Bit 1 = 1 
Bit 2 = 1 
Bits 3-7 

Bytes 15, 16 
Bytes 17, 18 
Bytes 19, 20 
Bytes 21, 22 

= Mask bits of the summary counters supported. All supported counters, 
including those containing zero count, are sent to the host by RECFMS. 

= Machine Check. 
= Communication Check. 
= Program Check. 
= Reserved. 

Reserved. 
= Machine Check Summary Counter. 
= Communication Check Summary Counter. 
= Program Check Summary Counter. 

REQMS Request Type 3 - Communication Adapter Data 
Error Counts 

Byte 14 ::Q Adapter Type. 
X '01' = CCA Link Adapter. 
X '02' = HPCA Link Adapter (not applicable to the 3276). 
X '03' - X'FF' = Reserved. 

Byte 15 Mask bits of the Communication Adapter Error Counters supported. 
All supported counters, including those containing zero count, are 
sen t to the host by RECFMS. 

Bit 0 = 1 Nonproductive Timeout. 
Bit 1 = 1 Idle Timeout. 
Bit 2 = 1 = Write Retry. 
Bit 3 = 1 = Overrun. 
Bit 4 == 1 Underrun. 
BitS = 1 Connection Pwblem. 
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Bit 6 = 1 
Bit 7 = 1 

Byte 16 

Bit 0 = 1 
Bit 1 = 1 
Bit 2 = 1 
Bits 3-7 

Byte 17 
Byte 18 
Byte 19 
Byte 20 
Byte 21 
Byte 22 
Byte 23 
Byte 24 
Byte 25 
Byte 26 
Byte 27 
Byte 28 

FCS Error. 
Primary Abort. 
Mask bits of the Communication Adapter Error Counters supported. 
All supported counters, including those containing zero count, are 
sent to the host by RECFMS. 
Command Reject. 
DCE Error. 
Write Timeout. 
Reserved. 
Reserved. 
Nonproductive Timeout Counter. 
Idle Timeout Counter. 
Write Retry Counter. 
Overrun Counter. 
Underrun Counter. 
Connection Problem Counter. 
FCS Error Counter. 
Primary Abort Counter. 
Command Reject Counter. 
DCE Error Counter. 
Write Timeout Counter. 

REQMS Request Type 5 - 3274 Configuration 
Information 

Byte 14 
Bytes 15-30 
Byte 31 
Byte 32 
Bytes 33-37 
Bytes 38-42 
Bytes 43-47 
Bytes 48-50 
Bytes 51-60 
Byte 61 
Byte 62 
Byte 63 
Byte 64 
Byte 65 
Byte 66 
Byte 67 
Byte 68 
Byte 69 
Byte 70 
Byte 71 
Byte 72 

AI ways X'OO' 
Installed Patch ID Values. 
Number of RPQs Installed on the 3274. 
Reserved. 
RPQ lID. 
RPQ 2ID. 
RPQ 3 ID. 
Control Values for Suffix Numbers. 
Reserved. 
Feature Disk Level. 
Feature Disk Suffix. 
System Disk Level. 
System Disk Suffix. 
Language Disk Level. 
Language Disk Suffix. 
RPQ 1 Disk Level. 
RPQ 1 Disk Suffix. 
RPQ 2 Disk Level. 
RPQ 2 Disk Suffix. 
RPQ 3 Disk Level. 
RPQ 3 Disk Suffix. 

REQMS Request Type 5 - 3276 Machine Level 
Information 

Bytes 14-229 = 3276 Machine Level Information. 

9-2 



Appendix I. Abbreviations 

A 

A. Attention. 

ACK. Positive acknowledge. 

AID. Attention Identification. 

ALPHA. Alphameric. 

A/N. Alphameric/numeric. 

APL. A programming language. 

ASCII. American National Standard Code for Information 
Interchange. 

asyne. Asynchronous. 

atb. Attribute. 

B 

B. Busy. 

BB. Begin bracket. 

BCC. Block check character. 

BETB. Between-bracket state. 

BID. Basic information unit. 

BOC. Bus-out check. 

bps. Bits per second. 

BSC. Binary synchronous communica tion. 

c 

C. Column. 

CAW. Channel address word. 

CC. Control check, Chain Command (flag). 

CCC. Copy control character. 

CCW. Channel control word. 

CD. Change direction. 

CEo Channel End. 

char. Character. 

emd. Command. 

CNCL. Cancel. 

cps. Characters per second. 

CPU. Central processing unit. 

CR. Command Reject. 

CRT. Cathode-ray tube. 

CRY. Crypto Verification. 

CSW. Channel status word. 

etI. Control. 

CTS. Clear to Send. 

Cu. Control unit. 

CUE. Control Unit End. 

D 

D. Display. 

DAA. Data access arrangement. 

DB. Device Busy. 

DC. Data Check. 

DE. Device End. 

dec. Decimal. 

DEL. Delete. 

DISC. Disconnect. 

DLE. Data link escape. 

DM. Disconnect mode. 

DR. Definite response. 

DUP. Duplicate. 

E 

EAU. Erase All Unprotected. 

EB. End brackets. 

EBCDIC. Extended binary-coded decimal interchange code. 

EC. Equipment Check. 

EFI. Expedited flow indicator. 

EIA. Electronic Industries Association. 

EM. End of message. 

ENP. Enable Presentation. 

ENQ. Enquiry. 

EOF. End of Field. 

EOI. End of Inquiry. 

EOR. End of Record. 

EOT. End of Transmission. 

ERP. Error recovery procedure(s). 

ESC. Escape. 

ETB. End of Transmission Block. 

ETX. End of Tex t. 

EUA. Erase Unprotected to Address. 

E/W. Erase/Write. 

EX (response). Exception. 

F 

FF. Forms feed. 

FID. Format identifier. 

FIE. Function interpret error. 

FM. Field mark, function management. 

FRMR. Frame reject. 

G 

GP. General Poll. 

H 

Hex. Hexadecimal. 
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HT. Horizontal Tab. 

Hz. Hertz. 

I(format). Information. 

IC Insert Cursor. 

ident. Identification. 

IML Initial machine load, initial microprogram load. 

Ind. Indicator. 

INS. Insert. 

lOS. Input/Output Supervisor. 

IR. Intervention Required. 

IRS. Interrecord separator. 

ITB. End of intermediate transmission block. 

K 

kbd. Keyboard. 

L 

LF. Line feed. 

LIC Last in chain. 

LRC Longitudinal redundancy check. 

LU/SSCP. Logical unit/system services control point. 

M 

MCL. Multiuse Communication Loop. 

MDT. Modified data tag. 

MHS. Magnetic hand scanner. 

MPP. Maximum presentation position. 

MSR. Magnetic slot reader. 

N 

NA or N/A. Not applicable. 

NAK. Negative acknowledge. 

NCP. Network control program. 

NL New Line. 

NS (format). Nonsequenced. 

NUL Null. 

o 

OC Operation Check. 

p 

P. Printer, protected. 

P A. Program access. 

PF. Program function. 

PLU. Primary Logical Unit. 

PS. Programmed Symbols. 

PSI. Primary to secondary indicator. 

PT. Program Tab. 

1-2 

R 

R. Row. 

RA. Repeat to Address. 

RB. Read Buffer. 

RBM. Read Buffer Modified. 

Rd Mod. Read Modified. 

RECFMS. Record Formatted Maintenance Statistics. 

Req. Request. 

REQMS. Request Maintenance Statistics. 

RH. Request/response header. 

RM. Read Modified. 

RNR. Request not ready. 

RP-Q. Read Partition-Query. 

R/R. Request/response. 

RR. Request ready. 

RSP. Response. 

RTS. Request to send. 

RU. Request response unit. 

RVI. Reverse interrupt. 

s 

S (format). Sequenced. 

SA. Selection addressing. 

SBA. Set Buffer Address. 

SCS. SNA Character String. 

SDLC. Synchronous data link control. 

SF. S tart Field. 

SHF. Set Horizontal Format. 

SI. Suppress Index. 

SIOF. Start I/O Fast Release. 

SLU. Secondary logical unit. 

SM. Status Modifier. 

SNA. Systems network architecture. 

SNBU. Switched network backup. 

SNRM. Set normal response mode. 

SOH. Start of heading. 

SOR. Start of record. 

SP. Space, Specific Poll. 

SPD. Selector pen detect. 

SIS. Status and sense. 

SSCP. System services control point. 

SSR. Secure string record. 

STX. Start of text. 

SUB. Substitute. 

SVF. Set Vertical Format. 

sw. Switch 

SYN. Synchronous idle. 



T 

TC. Transmission Che9k. 

TCU. Transmission control unit. 

TH. Transmission header. 

ITO. Temporary text delay. 

u 

U. Unprotected. 

UA. Unnumbered acknowledgment. 

Uc. Unit Check. 

UE. Unit Exception. 

US. Unit Specify. 

v 

V. Volts. 

VFe. Vertical forms control. 

VTAM. Virtual Telecommunications Access Method. 

w 

WACK. Wait before t:ansmit. 

WCe. Write control character. 

WSF. Write Structured Field. 
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Appendix J. Glossary 

The terms in this glossary are defined here as they apply to the 
3270 Information Display System. 

A 

alphameric field. A field that may contain any alphabetic, numeric, 
or special character that is available on 3270 keyboards. 

alphameric keyboard. A typewriter-like keyboard used to enter 
letters, numbers, and special characters into a display station 
buffer; also used to perform special functions (such as backspacing) 
and to produce special control signals. 

attention. An I/O interruption generated asynchronously by a 
display station, usually as the result of an action taken by the 
operator of the device. 

attention identification (AID) character. A code that is set in the 
display station when the operator takes an action that produces 
an I/O interruption. The character identifies the action or key that 
caused the condition to be generated. The AID is set when the 
display station operator presses a program access key, when a 
selector-light-pen attention occurs, or when a magnetic 
card read-in occurs. It also identifies device addresses assigned to 
printers. 

attribute. A characteristic of a display field. The attributes of a 
display held include: protected or unprotected (against manual 
input and copy operations); numeric-only or alphameric input 
control; displayed, nondisplayed, display-intensified; selector-light-pen
detectable or -nondetectable; and modified or not modified. 

attribute character. A code that defines the attributes of the display 
field that follows. An attribute character is the first character in a 
display field, but it is not a displayable character. 

audible alarm. A special feature that causes a short, audible tone to 
be sounded automatically when a character is entered from the 
keyboard into the next-to-last character position on the screen. It 
can also be sounded under program control. 

automatic skip. Automatic repositioning of the cursor, after entry of 
a character into the last character position of an unprotected display 
field, over a protected and numeric field to the first character position 
of the next unprotected display field. 

automatic upshift. Automatic shift of the data entry keyboard, 
when the cursor enters an unprotected numeric field to allow 
entry of only the upper symbols on dual character keys. 

available/unavailable. A device is available for CU-channel 
operation if (1) ac power is on at the device, (2) it is online, (3) it 
is physically attached to the CU, and (4) its security keylock is turned 
on. The device is unavailable if anyone of these conditions does 
not exist. 

B 

buffer. The hardware portion of a display station, control unit, or 
buffered printer in which display or print data is stored. 

buffer address. The address of a location in the buffer at which 
one character can be stored. 

busy/not busy. The CU considers a device busy if (1) it is 
performing an operation that was initiated by the CU (namely, an 
erase-all-unprotected operation or a printing operation) or (2) if 
the CU attempted to perform a command with the device but 
found the device busy executing a manually initiated operation. 
A manual operation can be initiated at the keyboard, operator 
identification card reader, magnetic slot reader, magnetic hand 
scanner, or selector light pen. 

c 

cathode-ray tube (CRT). A vacuum tube in which a slender beam 
of electrons is projected upon a fluorescent screen to produce a 
luminous glow corresponding to the beam's path. 

character addressing. The capability of gaining access to any 
character position in the buffer by using an address. 

character generator. A hardware unit contained in each 3270 
display and printer. It converts the digital code for a character 
into signals that cause the character to be printed or displayed. 

character position. A loea tion on the screen at which one 
character can be displayed; also, an addressed loeation in the 
buffer at which one character can be stored. 

communication facilities. Any media, such as a telephone circuit, 
that connect a remote 3270 control unit with a computer. 

copy control character (CCC). A character used in conjunction 
with the Copy command to specify that a particular operation, 
or combination of operations, is to be performed at a display 
station or printer in the data that is to be copied. 

copy operation. An operation that copies the contents of the 
buffer from one display station or printer to another display 
station or printer attached to the same control unit. 

cursor. A unique symbol (an underscore or rectangular symbol) 
that identifies a character position in a screen display, usually 
the character position at which the next character to be entered 
from the keyboard will be displayed. 

cursor check. An error condition that occurs when display 
station circuitry detects no cursor or more than one cursor in 
the display buffer. 

o 

data entry keyboard. A typewriter keyboard on which the 
numeric keys are grouped in a format similar to the numeric keys 
on a card punch keyboard (to facilitate entry of numeric data). 
Other features include (1) automatic upshift of the keyboard 
when the cursor enters a numeric-only display field and (2) 
automatic prevention of entry of nonnumeric characters into 
a numeric-only display field, when the special Numeric Lock 
feature is installed. 

data set. See modem. 
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data stream. All data transmitted through a channel in a single 
read or write operation to a display station or printer. 

designator character. A character that immediately follows the 
attribute character in a selector-light-pen-detectable field. The 
designator character controls whether a detect on the field will 
or will not cause an attention. For a nonattention-producing 
field, the designator character also determines whether the 
modified data tag for the field is to be set or reset as the 
result of selector-light-pen detect. 

detect. See selector-light-pen detect. 

detectable. An attribute of a display field; determines whether 
the field can be sensed by the selector light pen. 

display field. A group of consecutive characters (in the buffer) 
that starts with an attribute character (defining the characteristics 
of the field) and contains one or more alphameric characters. 
The field continues to, but does not include, the next attribute 
character. 

display operator. A person who uses the keyboard to perform 
operations at a display station. 

E 

escape command sequence. A two-character sequence used in 
remote operations that consists of ESC (27 hex in EBCDIC and 
1B hex in ASCII) and the command character which follows 
and specifies the 3270 command. 

F 

field. See display field. 

formatted display. A screen display in which a display field, or, 
fields, has been defined as the result of storing at least one 
attribute character in the display buffer. 

input field. An unprotected field in which data can be entered, 
modified, or erased manually. 

intensified display. An attribute or a display field; causes data in 
that field to be displayed at a brighter level than other data 
displayed on the screen. 

I/O pending. The condition that results in generation of the 
attention status in a locally attached display station and results 
in a response to a polling operation in a remotely attached 
display station. 

L 

leased line. See nonswitched line. 

M 

modem. A device that modulates and demodulates signals 
transmitted over commuhlcation facilities. 

modified data tag (MDT). A bit in the attribute character of a 
display field, which, when set, causes that field to be transferred 
to the channel during a read-modified operation. The modified 
data tag may be set by (1) a keyboard input to the field, (2) 
a selector-light-pen detection in the field, (3) a card read-in 

J-2 

operation, or (4) program control. The modified data tag may 
be reset by (1) a selector-light-pen detection in the field, (2) 
program control, or (3) ERASE INPUT key. 

multidrop. A line or circuit interconnecting several stations; 
synonymous with multipoint line. 

N 

nonswitched line. A connection between a remote 3270 control 
unit and a computer that does not have to be established by 
dialing. 

null character. An all-binary-O character that occupies a position 
in the storage buffer and is displayed as a blank position. 

null suppression. In reading the contents of the buffer for a 
display or printer, the bypassing of all null characters in order 
to reduce the amount of data to be transmitted or printed. 

o 

order code. A code that may be included in the write data stream 
transmitted for a display station or printer; provides additional 
formatting or defmition of the write data. 

order sequence. A sequence in the data stream that starts with 
an order code and includes a character address and/or data char
acters related to the order code. 

p 

parity check. An error condition that occurs when 3270 system 
circuitry detects one or more characters with bad parity in a 
3270 unit buffer. 

printer hang (3284/3286 only). This condition exists when the 
print mechanism is unable to advance successfully. This 
condition can occur any time during a printout, including the 
carriage return and new line advance. The printer will try to 
recover, that is, mechanically restore its print mechanism to the 
starting position. This hand condition may be caused by a 
mechanical malfunction or loss of ac power at the carriage 
motor. 

program access (PA) key. A program attention key that may be 
defined to solicit program action that does not require data to 
be read from the buffer of the display station. If a Read 
Modified command is issued in response to the program 
attention key interruption, only the attention identification (AID) 
character is transferred to the program; no data from the buffer 
is transferred. 

program attention key. Any key on the keyboard that solicits 
program action by generating an I/O interruption. The keys are 
the CLEAR key, ENTER key, TEST REQ key, CNCL key, 
program function keys, and program access keys. Each 
program attention key is associated with a unique attention 
identification (AID) character. 

program function (PF) key. A program attention key that may be 
defined to solicit program action that usually requires data to be 
read from the buffer of the display station. If a Read Modified 
command is issued in response to the program function key 
interruption, the attention identification (AID) character and all 
display fields in which the modified data tags are set are 
transferred to the program. 



protected field. A display field for which the display operator 
cannot use the keyboard or operator identification card reader 
to enter, modify, or erase data. 

R 

read-modified operation. An operation in which only those 
display fields in which the modified data tag is set are read. 

ready/not ready. The only devices that can be "not ready" are 
the attached printers. Thus, a printer is not ready to operate with 
the CU when (1) the printer's cover is open, (2) it is out of paper, 
or (3) a "hang" condition exists in the printer. (See printer hang.) 

s 

security keylock. A special feature that disables all input functions 
and blanks the display, except when the key is inserted in the lock 
and turned. 

selector light pen. A pen-like instrument that can be attached to 
the display station as a special feature. When pointed at a detectable 
portion of an image and then activated, the selector light pen 
senses the presence of light at a display field and produces a 
selector-tight-pen detect. 

selector-light-pen attention. An interruption generated when a 
selector-light-pen detect occurs on a display field that has a 
null, space, or ampersand designator character. The attention 
concludes the selector-light-pen operation. 

selector-light-pen detect. The sensing by the selector tight pen of 
the presence of light from data in a display field that has the 
detectable attribute. Depending on the designator character of that 
display field, the detection and location information is identified 
on the screen (and stored in the buffer) or may produce an 
interruption that is transmitted to the CPU. 

short read. A Read Modified command sent in reply to depression 
of the CLEAR, CNCL, or a PA key at a display station. Only an 
AID byte is transferred to main storage. 

structured data 6-bit. The low-order 6-bit binary-coded characters 
used internally by the CU. The 6-bit code is applicable to all 
characters received by the CU: graphic, AID, attribute, write 
control (WCC), copy control (CCC), CU and device address, 
buffer address, status, and sense. 

T 

test request read. A Read Modified command resulting from the 
operator's pressing the TEST REQ or SYS REQ key to allow entry 
of a predefined test request data format. 

u 

unformatted display. A screen display in which no attribute 
character (and, therefore, no display field) has been defined. 

unprotected field. A display field for which the display station 
operator can manually enter, modify, or erase data. 

w 

wraparound. The continuation of an operation (for example, a 
read operation or a cursor movement operation) from the last 
character position in a buffer to the first character position in 
the buffer. 

write control character (WCC). A character used in conjunction 
with a write-type command to specify that a particular operation, 
Or combination of operations, is to be performed at a display! 
station or pnnter. 
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