


































































































































































































Use one of the following to specify ’name-type’.
These options correspond to the IOS_$NAME TYPE T data type.

-LEAF

-NDIR

-NODE

-NODE_DATA

-ROOT

-WDIR

Specifies leaf

Specifies leaf
current naming

Specifies name
2 name in boot

Specifies leaf

name regardless of object’s name.

name if object’s name is a name in

directory; otherwise, specifies full pathname.

relative to the root directory if object is
volume; otherwise, specifies full pathname.

name if object’s name is a name

in current ’node_data directory; otherwise, specifies

full pathname.
Specifies full

Specifies leaf

pathname, for example, //node/sid/file.

name if object’'s name is a name in

current working directory; otherwise, specifies full

pathname.

Use one or more of the following to specify ’‘open-options’.
These options correspond to the IOS_$OPEN_OPTIONS T data type.

-NO_Delay

~Write

—-UNREGulated

I0S_$0PEN does

not wait for the open to complete

before returning.

Permits writing data to a new object.

Permits concurrent writing (unregulated read and write access)

to the object.

-END_OF_FILE Positions stream marker at EOF at open.

—INQuire_only Opens object for attribute inquiries only.

Use one of the following to specify ’pos-opt’.
These options correspond to the IOS_$POS_OPT T data type.

~BOF

-EOF

Returns key for end-of-file (EOF) marker.

Returns key for beginning-of-file (BOF) marker.

Use one or more of the following to specify ’put-get-options’.
These options correspond to the IOS _$PUT_GET_OPTS_T data type.

—COND

-PREview

Gets or puts data conditionaily. If the data is not
available, returns with a status indicating that condition.

Determines if a put/get would succeed, but does not actually

perform data transfer.

-PARTial_record Puts the data, but does not terminate the record.

-NO_REC_bndry Ignore record (line) boundaries.

ITEST (I0S_TEST)




8.3. Debugging Managers

Under normal conditions, user-written managers are dynamically loaded into the opener’s address
space. While you can use ITEST to test such managers, the manager code itself can not be
debugged using DEBUG at the present time.

To debug managers using ITEST, you must follow the convention that your manager contains no
"main program" (PROGRAM in Pascal, "main" in C). Instead, the initialization for your
manager (the part that calls TRAIT _$MGR _ DCL, etc.) should be placed in a procedure named
"jos__$initialize". To debug your manager module using ITEST, bind all the pieces of your
manager together with "/com/itest". Then use DEBUG on the result of the bind and give the
-INIT switch. For example:

$ bind -b my_itest <<!
my mgr.bin

my mgr uid.bin
/sys/traits/io_traits
/com/itest

|

$ debug -src my_itest -init
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Chapter 9
SALVOL (Salvage Volume)

9.1. Introduction

Each logical volume is divided into disk blocks. (See Appendix 7, INVOL, for a detailed
description of logical disk volumes.) SALVOL verifies, and if necessary, corrects the tables that
describe the allocation of disk blocks to the files stored on the disk. SALVOL also returns all
blocks that are no longer in use to the free space pool. (Those blocks allocated to temporary files
or to deleted portions of permanent files are included).

The label of every logical volume on every physical disk contains its last mount and dismount
times. When the Mnemonic Debugger loads AEGIS into memory, it checks these two times. A
system crash or improper dismount may mean that the volume has been mounted since its last
proper dismount. If so, AEGIS warns you that the volume needs salvaging, and then proceeds to
run SALVOL automatically, provided that the NORMAL/SERVICE switch is set at NORMAL.

Even though SALVOL is not run automatically when your node is in SERVICE mode, you still
receive a warning message if some boot volume error is detected. Although you can proceed after
AEGIS’s "Disk needs salvaging" message, we strongly encourage you to take the time to salvage
the logical volume. As part of its normal operation, AEGIS periodically updates the essential
data on each disk volume. When the volume is wrested from the system’s control by either an
improper dismount or a system crash, the information on that volume is at most a few minutes
out of date. Proper salvaging can identify and correct almost all the inconsistent block allocation
information with no loss of files. Of course, memory-resident data buffers that were not written
to the volume cannot be reconstructed.

If you mount the volume without running SALVOL, AEGIS incorrectly assumes that the block

allocation information is correct. Extensive damage may occur to files that would otherwise be
intact. The need to salvage a volume is satisfied only by using SALVOL on that volume.

9.2. Invoking SALVOL

SALVOL can run under the AEGIS operating system or as a stand-alone utility. To invoke the
program under the operating system, type:

$ SALVOL

If you invoke SALVOL under the operating system, it cannot salvage mounted volumes (you must
dismount them), nor can it salvage the boot volume on which the operating system is running.

To invoke the program as a stand-alone utility, type the following command to the Mnemonic
Debugger:

>EX SALVOL

In either case, SALVOL identifies itself and prompts for the type of disk (Winchester, storage
module, or floppy) and the number of the logical volume to be salvaged, as indicated below.
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$ salvol

Salvage_volume - Version 6.0

Controller type (W=winchester, S=storage module,F=floppy)? W

Salvol options:

-A ! read all blocks in all files

-V : verify only (don’t write anything to disk)

-U : print uids & vtocx’s as well as any filenames
Please input 1lv_num [-option]...

Controller Types

In response to the "Controller type ?" prompt, you must specify which storage device you wish to
salvage. Do this by typing

type[unit]
where
type
unit
Options

indicates the device type. Valid types are

w for Winchester disks
S for storage modules
F for floppy disks

is an integer indicating the unit number of the device. There must be no
blanks between the ’type’ and ’unit’ specifiers. If this specifier is omitted, the
default unit number is 0 (zero). This specifier is useful only when there are two
or more of the same storage devices attached to the node (i.e., type "wl" to
salvage the second disk in a node with two Winchesters.)

In response to the "Please input lv_num [-option]" prompt, you may specify the number
(beginning with 1) of the logical volume you wish to salvage, and one or more of the following
three options. (If you omit the logical volume number, logical volume 1 is salvaged.)

-A

Direct the salvager to read every block of every file on the disk. This option is

useful because AEGIS cannot always provide detailed descriptive information
when an uncorrectable disk read or write error occurs online. SALVOL can
diagnose these problems, but does not usually correct their cause.

Without the -A option, SALVOL reads only the minimum number of blocks
necessary to ascertain the proper allocation of blocks to files; specifically, it
reads the volume-table-of-contents (VTOC), block availability table (BAT),
volume label, and file index blocks.

Instruct the salvager to examine the disk for possible inconsistency, but not to
correct any damage it finds; do not write anything to the disk. This option
allows you to inspect the disk without changing its current state. Select this
option only if you believe that salvaging the volume might cause further
damage or destroy "evidence" needed to debug or trace a system problem.
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-U Identify problems by UID. Using this option presumes detailed knowledge of
the DOMAIN disk structure. It causes the salvager to identify problems not
just by filename, but also by UID and VTOC index (VTOCX). The -U option
is useful only if you intend to try manually repairing disk problems that
SALVOL does not attempt. You should rarely need this option.

Normally, SALVOL collects free blocks, displays a brief summary of free space on the volume,
and terminates. If the disk was not properly dismounted, SALVOL may find errors in the block
availability table (BAT). Even with the -A option, execution should take at most a few minutes
to run on a Winchester disk. The salvager always displays extensive descriptive information
about problems, and repairs the volume as necessary, using conservative strategies.

If any file has I/O errors, or if block allocation for a file is detectably wrong (for example, a block
is destroyed because some other file wrote over it), SALVOL sets a "file trouble" flag in the file’s
VTOC entry. Other DOMAIN software (such as the STREAM_$OPEN system routine) checks this
flag upon processing the file. If the flag is set, a warning or fatal error status may be returned.

9.3. Salvaging Strategy

The next two sections describe the salvager’s processing strategy, the repairs it can make, and the
meanings of the more verbose error messages. Refer to these sections whenever the salvager
produces unexpected error messages.

Salvager Message Output

When the salvager processes a disk volume on which the logical structure is intact, it collects free
blocks, prints a free block count, sometimes finds that the BAT is bad, and terminates. Just
before termination, it confirms that the volume contains no multiply-allocated blocks.

Any other messages -- in particular, messages identifying multiply-defined blocks -- deserve
careful attention. The salvager detects and describes four common classes of errors:

1. Out-of-range pointers - Any block addresses that point outside the logical volume.
These are rare, and are usually the result of hardware or operating system errors.
When found, the block pointers are set to zero, leaving a "hole" in the file. In
addition, if the pointers are file pointers, the file trouble flag is set.

2. I/O errors - Any read or write attempts that fail at the disk driver level. Most write
errors are fatal to the salvager, because it writes only critical blocks that contain
space allocation information. For read errors in files, the salvager sets the trouble
flag but takes no corrective action, on the assumption that other tools may be able to
recover data.

3. Block header validation errors - These are "soft" I/O errors which, like disk driver
errors, are fatal on critical system blocks. In normal files, these errors are simply
detected and described, and a file trouble flag is set. Block header validation errors
are usually the result of hardware or software failure.

4. Multiply-allocated blocks - These blocks are allocated to more than one file, or to a
file and to a system structure, such as the VTOC, the BAT, or the badspot list.
Multiply-allocated blocks may occur if you ignore the AEGIS warning to run the
salvager. Less often, they result from AEGIS errors.
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The salvager attempts to repair multiply-allocated blocks, and may display a summary of blocks
that have been moved on the volume. In addition, SALVOL displays a list of all files for which it
set the trouble flag. Note that the trouble flag is set only if the salvager is sure that a file has
problems (an out-of-range pointer that was zeroed, an 1/O header error, or a multiply-allocated
block that was removed from the file map). For example, if the salvager finds a
multiply-allocated block that is owned by two files, and can determine which file the block
belongs to, then it sets the trouble flag only for the non-owning file.

Finally, the salvager may report on some uncommon conditions, including:

table overflow  This indicates that the logical structure on the volume is severely damaged.
Mount the volume under AEGIS (but not as the boot volume), and move files
to other volumes. If the error persists you may need to reinitialize this volume.

disk full This error prevents the salvager from repairing the disk. Mount the volume
under AEGIS (but not as the boot volume) long enough to delete one or more
files, then dismount and salvage it.

internal errors  These include nonzero multiply-allocated block count, bad linked lists, etc.
Most are fatal to the salvager, and may mean that the volume itself is in
trouble.

A number of detailed errors are associated with system blocks, including:

no boot file Every logical volume from which AEGIS is started must have a boot file.
Hence, this error can be fixed only by reinitializing the volume. If this logical
volume is not used to start the operating system, ignore the message.

trouble with badspot list
Usually, the same block address appears twice in the badspot list; just ignore
it. It could mean that the badspot list points to a block in the BAT. Ignore
the message unless a BAT block really is bad (signified by repeated I/O errors),
in which case the volume must be reinitialized.

vtoce with incorrectly hashed uid found
The VITOCE (VTOC entry) is unusable, so respond "Y" to the salvager’s
"delete it?" prompt, unless you want to save the VTOCE to trace a probable
AEGIS error. '

too many bad spots
Table overflow occurred in salvager. This is okay unless multiply-allocated
blocks are found on the volume, in which case repair logic may fail.

label check error Apparently, some other process is writing to the volume while the salvager is
running; this error should never happen.

badspot list in lv label is full
System limitation exceeded. Either the badspot list has been misused or the
physical disk must be replaced.

vtoc chain pointer zeroed

Some files may have been lost because VIOC chains are used to handle
overflow of files hashed (by UID) to a full block.
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Salvager Processing Strategy

This section describes some subtleties of salvager processing. This information is not needed for
typical use of the salvager. In extreme cases, however, the details provided below may be helpful.

Two high-level observations first: DOMAIN disk volumes are structured so that naming
directories and space/location information (in a VTOC) about files are kept separately.
Currently, the salvager does not synchronize these on-disk structures. That is, it understands the
UID file system and VTOC, but not naming directories. In particular, it cannot detect orphans,
that is, files in the VTOC that have no names. Second, disk blocks on floppy disks are not
self-identifying, as they are on the Winchester. Hence, the salvager’s diagnosis and repair logic is
much more limited with floppy disks than with Winchester disks.

The salvager is a 2-pass processor, but the second pass is executed only if multiply-allocated
blocks are detected. During the second pass, the salvager completes the list of owners of each
multiply-allocated block, if, as in most cases, this cannot be done in the first pass. Both passes
consist of a sequential VITOC scan, including descent of any VTOC block chains which result
from (UID) hash overflow. For each VTOC entry that points to a permanent file, SALVOL reads
the file map or list of block addresses sequentially to construct a new block availability table.

SALVOL reads and verifies the file blocks themselves only if you choose the -A option, or if
problems must be resolved. Pass two terminates when the owners of all multiply-allocated blocks
are identified, and thus may not be a complete sequential pass. After each pass, SALVOL repairs
the volume if multiply-allocated blocks were found, and writes out the updated BAT and logical
volume label.

I/O errors that occur on physical and logical volume labels or on the block availability table
(BAT) for a logical volume are fatal to the salvager. All other errors are reported, but are
non-fatal.

The salvager corrects I/O errors in files only in the following special case. AEGIS may report an
I/O error in a file if the block header is incorrect. If the block is multiply-allocated, which could
cause such an error report, the salvager allocates it exclusively to the "real® owner, and zeros the
pointer(s) in any other file(s), leaving holes but eliminating the I/O errors. On a floppy, because
the owner cannot be determined, SALVOL copies the block into all "owner" files, and sets the
trouble flag. After the salvager terminates, you can inspect the data to determine which files are
really intact.

SALVOL zeros bad block pointers. This loses data, and even whole files when the bad pointers

are in the VTOC itself, but currently the salvager cannot locate the correct data even if it is on
the disk.

Generally, the salvager always repairs the BAT (except in case of hard I/O errors) and the
VTOC. Thus, if AEGIS badly malfunctions, writing normal file blocks over the BAT or VTOC
blocks, for example, the salvager repairs the BAT or VTOC and file. To do so, it copies the data
into a newly allocated block and reinitializes the overwritten block.

If a block is multiply-allocated to both the badspot list and to a file or a VTOC chain, the
salvager tries to copy any potentially valid data to a newly allocated block. If the block is in the
badspot list because of persistent device level errors, however, the copy may fail; the salvager
then prompts for alternatives. The salvager and badspot listing cannot be used to correct
persistent errors in the BAT or VTOC hash space, however. The salvager aborts in the former
case, and simply reports the I/O error in the second case. The only solution is to reinitialize the
volume around such badspots using INVOL.
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Finally, note that table overflow in the salvager is most serious. You can try to rerun the
salvager several times, if some repair is apparent on each run, and if the salvager attempts to
complete in each case without doing additional damage. However, in some cases, data may be
unnecessarily lost. You should never mount the volume under AEGIS while this condition
persists, except to copy/dump and delete files, or to reinitialize the volume.

9.4. Limitations
e SALVOL can process only one logical volume at a time.

e SALVOL can correctly process at most 64 multiply-allocated blocks and/or header
validation errors on a logical volume.

o Because floppy disks do not have block headers, so that blocks are not self-identifying,

the salvager is much less effective in repairing floppy disk problems than it is in
repairing Winchester disk or storage module problems.
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READER’S RESPONSE

We use readers’ comments in revising and improving our documents.

Document Title: DOMAIN System Utilities
Order No.: 009414

Revision: 00

Date of Publication: September, 1986

What is the best feature of this manual?

Please list any errors, omissions, or problem areas in the manual. (Identify errors by page,
section, figure, or table number wherever possible.)

What type of user are you?

How often do you use your system?

Nature of your work on the DOMAIN System:

Your name Date

Organization

Street Address

City State Zip/Country

No postage necessary if mailed in the U.S. Fold on dotted lines (see reverse), tape, and mail.
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